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From: Merrily Evdokimoff

Sent: Friday, May 14, 2010 12:29 PM

To: Christine Joyce

Subject: Identity Theft Policy for Nursing

Christine,

I am-sending an electronic copy of this in case you wantto send it out that way. I will bring down 3 copies that
need to be signed by clerk after approval and then I need one set for my policy manual. Steve L. mentioned it
might go on consent with an introduction as most departments will be having this--we are just the first-lucky us!
Merrily
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ACTON PUBLIC HEALTH NURSING SERVICE

SUBJECT: IdentityTheftPolicy

CHAPTER: LEADERSHIP

A. PURPOSES:The PU~P0SCSof this Policy are:

I. To help protectemployees,patients,customers,contractorsandthe Town of
Acton from damagesrelatedto thelossor misuseof personaldata.

2. To identify, detectandrespondto RedFlagsindicatingpossibleIdentityTheft
relatedto servicesofferedby theActon PublicHealth NursingService(the
“NursingService”).

3. To ensuretheNursingService’scompliancewith theHIPAA Breach
Notification Rule.

4. To ensurethat this Policy is updatedperiodically.

B. DEFiNITIONS: For thepuii~osesof this Policy, thefollowing definitionsapply:

1. “Breach”meansan impermissibleuseor disclosureundertheHIPAA Privacy
Rulethatcompromisesthesecurityor privacyof protectedhealthinformation,
posingarisk offinancial,reputational,or otherharm to theaffected
individual. A breathdoesNOT include:

a. Unintentionalaccessto informationby anemployee;
b. Inadvertentdisclosureof protectedinformationby the Nursing

Serviceto anotherpartyauthorizedto accessit; or
c. Disclosureof informationwherethepersonto whomthe disclosure

wasmadewould not be able to retain the information.
2. “BusinessAssociate’meansan outsidebusinessor organizationthatprovides

servicesby agreementor contractto theNursingService,includinghut not
limited to billing, accounting,or transportationservices.

3. “Identity Theft” meansfi’aud committedor attemptedusingthe identifying
informationof anotherperson.

4. “Identifying Information”meansanynameor numberthatmaybe used,alone
or in conjunctionwith anyother information,to identify a specificperson.

5. “Patient’ meansall customersor consumersof servicesprovidedby the
NursingService.

6. “ProtectedHealth information” meanspersonallyidentifiablehealth
intormation.

7. “Red Flag~’meansapattern,practiceor specificactivity that indicatespossible
existenceof Identity Theft.
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C~POLICY:

1. It is the Policy oftheNursingServiceto comply with all federalandstate
laws andreportingrequirementsregardingIdentityTheft.

2. This Policy is designedto protectagainstanddetectthemisuseof the
following personaldataof employeesor patientsof theNursingService

(whether in printed orelectronicform):
a. Social SecurityNumber;
h. Tax,Businessor EmployerID Number;
c. Licensenumber;
d. Credit cardinformation;
e. Payroll information;
f. Financialaccountinformation;
g. ProtectedHealth Information(asdefinedin~~HiPAA),suchas

personallyidentifiablehealthinformationcontainedin medicalrecords
or charts;

h. Dateof birth;and
i. Patientor file numberor ID.

3. TheAdministratorof theActon Public Health NursingService(the
“Administrator”) or herdesigneeis assignedtheresponsibilityof Compliance
Officer, implementingand maintainingthis Policy. The ComplianceOfficer
will alsoreceiveandprocessanycomplaintsor concernsfrom patients
regardingpersonalinformation. The currentComplianceOfficer is:

Name: Merrily Evdokimoff, RN, PhD(c)
Title: Administrator
Phone: 978-264-9653
Email: mevdokimoff@acton-ma.gov
Address: Town Hall, 472 Main Street,Acton, MA 0i720

4. Pursuantto theexistingHIPPA SecurityRule,appropriatephysical,
administrativeand technicalsafeguardswill he in placeto reasonably
safeguardprotectedhealthinformationandsensitiveinformationrelatedto
patientidentityfrom anyintentional or unintentionaluseor disclosure.

5. All NursingServicestaffweretrainedto detectandrespondto identitytheft
threatsas ofJanuary1, 2010. Thereafter,NursingServiceemployeeswill be
trainedannuallyin the implementationof thisPolicy, andthis Policy will be
includedin the orientationof newlyhired employees.

6. The Policy is approvedby theActon Boardof HealthandBoardof Selectmen
at inceptionandwill bereviewedannuallyby the Administrator. Revisions
‘will be recommendedto the Boardof Healthand theBoardofSelectmen
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annuallyfor approval. Updatesto this Policy will thenbe distributedto
employeesandBusinessAssociatesof theNursingService.

7. lt is the NursingService’sPolicy that all BusinessAssociateswill be
contractuallyhound(a) to complywith FTC RedFlagsRule,anyapplicable
statelaw concerningdatasecurityandthis Policy, and(b) to havepolicies in
placeto detect,preventandmitigatetherisk of IdentityTheft. The
ComplianceOtficei will confirm theexistenceofthescpolicieswith e~ach
contactpersonat eachBusinessAssociate.

8. The ComplianceOfficer will work with the [‘own’s Directorof information
Technologyto ensurethat all electronicallystoredProtectedHealth
Informationis passwordprotected.TheComplianceOfficer will alsoensure
that all ProtectedHealth Informationsentelectronicallyor storedon portable
devicesis encrypted.

D. PROCEDURE:

1. Iclentificationofj~e4Fla~s:

A. in the courseof canngfor patients,staffmayencounterinconsistentor
suspiciousdocuments,informationor activitiesthatmaysignal Identity
Theft.

B. The NursingServicehasidentified the following RedFlagsthatmay
occurin the courseof providingservices:

I. Alerts, notificationsor warningsarereceivedfrom aconsumeror
credit reportingagency,includingan unusualincreasein use.

2. A complaintorquestionis madeby apatientbasedon thepatient’s
receiptof:

i. A bill for anotherindividual;
ii. A bill for aproductor servicethat the patientdenies

receiving:
iii. A bill from ahealthcareproviderthatthepatientnever

patronized;
iv. An explanationof insurancebenefits(EOB) for healthcare

servicesneverreceived;or
v. Recordsindicatingmedicaltreatmentinconsistentwith

currentfindings for exampleallergiesareinconsistent.
3. Recordsshowmedicaltreatmentthat is inconsistentwith a

physicalexaminationor a medicalhistory as reportedby the
patientor healtheareprovider.

4. An insurancereportindicatesthatinsurancebenefitshavebeen
depletedor thelifetime caphasbeenreached.

5. A patientwho claimsto be a victim of Identity Frauddisputesa
bill.



6. A patient is unableto producean insurancecard(in conjunction
with otherRedFlags),

7. A noticeor inquiry is receivedfrom an insurancefraud investigator
for a privatehealthinsureror a law enforcementagency,including
a MedicareorMedicaidfraud agency.’

8. Mail sentto theidentifiedpatientis repeatedlyreturnedas
undeliverable.

9.Jnconsistentinformationisnotcd oi~identifyingdocuments
presentedby thepatientincluding,but not limited to:

i. Documentsappeal’to havebeenalteredor fbrged;
ii. Addressesdo notmatch;
iii. Social Securitynumbershavenotbeenissuedor arelisted

on theSocial SecurityAdministration’sDeathMasterFile;
iv. Addressesgivenaretypically associatedwith fraudulent

activitiessuchasmail dropsor prisonaddresses;
v. Out of areaphonenumbersareprovidedwherethereis no

accompanyinginformationto explainuseofsuchnumber;
or

vi. incompletePersonalintorn-iationis providedon
applications.

2. Detectionof RedFlags

A. Any requestfoi’ servicesmadedirectly by a family memberofapatientor
potentialpatientmustbe confirmedin writing by an orderingphysician.

B. Upon first undertakingcarefrom theNursingService,two formsof
patientID arerequiredto be shownto theattendingclinician: onepicture
ID andonehealthinsurancecard. if patientis unableto produceoneof
theseformsof ID, confirmationofidentityby anotheragencyemployeeor
verification from TownofActon Town Clerk’s office ofresidencemay
suffice.

C. in reviewingID presented,theattendingclinician will look for theRed
Flagsidentifiedabove.

D. An alternativeprocedurefor confirmingidentity will be determinedbythe
attendingclinicianandtheComplianceOfficer, shouldtheybe unableto
utilize abovemethods.

E. If thepatienthasreceivedNursingServicecarepreviouslyandis known
to employees,this stepmaybe waived.

F. If patienthasnot completedregistrationform within pastsix months,
reviewform with thepatientto makesureit is up to (hate.

U. All NursingServiceemployeeswill reviewall identifying information
uponreceiptfrom eachpatientto ensurethat thereareno inconsistencies.

H. All NursingServiceemployeesarerequiredto reportanysuspicionof
fl-andor abuseto theComplianceOfficer.
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3~ ~setoReclFla~s

A. Employeesare requiredto immediatelyreportall RedFlagsto the
ComplianceOfficer, alongwith all relateddocumentationandcompletean
UnusualOccurrenceReport,asampleof which is attachedto thisPolicy
asExhibit A.

B. All breachesof security,suchas lossof laptopcontainingpatient
- - -~ - -- - informationmustbe reportedto CQmphiai~ceOfficer immediately.

C. If theNursingServiceemployeedetectsanydiscrepanciesor is unableto
completeidentificationprocedure,theemployeeis instructednot to raise
alarm,hut to recordanydocumentationavailable,completeadmissionto
theextentpossibleand leavethe residence.The employeeis not to
confrontanyonein their homeregardingthe concerns.

D. Uponreceiptof thedocumentationandan UnusualOccurrenceReport,the
ComplianceOfficerwill reviewall materialsand authenticatethe
documentation(to the extentpossible)to determinewhetherfraudulent
activity or otherpotentialBreachhasoccurred.

E. If fraudulentactivity orotherpotentialBreachis detected,theCompliance
Officerwill takethe following steps:

i. Determineif a Bi’each hasoccurred(asdefinedin SectionB.rl
above).

a. For guidanceon whetherabreachhasoccurred,referto the
BreachAssessmentTool, attachedas Exhibit B to this
Policy.

ii. If thereis a Breach,
a. Cancelall pendingtransactions.
b. Check theaffectedpatientchartsto makesureno

fraudulent informationwasaddedto chartsthatmay
compromisepatienthealthandsafety.

Maintain the separatechartwith -falseor fraudulent
information. Thismaybenecessaryfor cross-
referenceto affectedpatient’schartandmayaid in
furtherinvestigationof the Breach.

c. Initiate the applicablenotificationrequirementsdescribed
below. {Note: The notificationrequirementsareonly
tnggeredin the eventof a Breachinvolving unsecured
(meaningnon—encrypted)personalinformationas listed in
SectionC.2 above.]

4, ~eacli:

A. ln caseof aBreach,the ComplianceOfficerwill notify the TownManager
(StevenLedoux,978-264-9612)andTown Counsel(StephenAnderson,
617-621 -65 1 0), explainrelevantfactsand identify stepsalreadytakenin
relationto Breach.
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B. Notify ActonPolice Department:
In caseofaBreach,theComplianceOfficer will call Chiefof

Police at (978)264-9638assoonaspossible. ‘The conversation
with thePoliceChiefshouldcovei-thefollowing:

a. Documentsrequiredby Police to investigatethesuspicious
activity. (Note: Do not provideconfidential health
information. Do provideinformationnecessaryto furthei’
investigatiow)

b. Whethernotification ofaffectedpatientsshouldbe delayed
dueto thePoliceinvestigation. If Police recommenddelay,
thatrequestshouldbein writing andprovidea rationalefor
delay.

C. Notify theAffectedPatient
i. TheComplianceOfficer will providewrittennotification to the

affectedpatientwithin 60 daysby first classmail, unlessinstructed
otherwise hyfèderal,slateor localpoliceor law enftrceinent
officials. Noticeof anysuchinstructionsshould beprovidedby
theNursingServiceto TownCounsel.

ii. If thepatienthasasked!for notificationby email, provide
notificationby email. NursingServicemustretaina copyof all
written notificationsmadeunderthis rule fbr at leastsevenyears.

iii. If thepatientis deceased,theComplianceOfficer will notify next
of kin, if known.

iv. If theNursingServicedoesnothavecontactinformationfor 10 or
morepatientsaffectedby anyBreach,theComplianceOfficer will
postanoticeoftheBreachon theNursingServicewebsiteor
follow medianotification proceduresdescribedbelow.

v. A samplenotification letteris attachedto this PolicyasExhibit C.
TheComplianceOfficer should modify this letterasneededon a
caseby casebasis. In anyevent,anynotification shouldinclude:

a. A briefdescriptionof theBreachincludingthedateofthe
Breachand the(hateof discovery(if it is known).

b. A descriptionof thetypesof dataor informationinvolved:
I. Includedetailsaboutthecategoriesof information

that havebeenaccessedor acquired(SocialSecurity
number,financialdata,etc.).

2. Do not includetechnicaldetailsasto how datawas
obtainedas thismayfurthercompromisesecurity.

c. A descriptionof thepossiblelevel ofthreatto theaffected
patient.

d. Stepsthepatientcantaketo protecthim orherself.
Instructionsfor obtainingacreditreportfreezeandto
obtain credit reports(asshownin theattachedsample
letter) anda copyofMedical IdentityThej?Re5ponse
checklistJbr (‘onsunmecs,which is attachedto this Policyas
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Exhibit D, shouldbe includedwith the noticefor further
guidanceon protectivemeasures.

e. A descriptionof whatNursingServiceis doingto Protect
the patientfrom furtherBreachandto mitigate theeffects
of theBreach. To theextentappropriate,alertthepatientif
notificationwasdelayeddueto law enforcement
investigation.

f. A methodof contactingtheNursingServiceto learnmore
aboutthe Breach. ‘This mustbe a website,email or mailing
addresswherethepublic cancontactthe NursingService
regardingthe Breach. If theBreachincludesmorethan 10
unidentified individuals,the NursingServicemustprovide
a toll-freenumberfor this purpose.

0. Notify local mediaoutlets, in the following circumstances:
If morethan500 Massachusettsresidentsareaffectedby the

Breach,the ComplianceOfficer will providea pressreleaseto the
mediaoutletslistedbelowas soonaspossibleand within 60 days
at thelatest. Thecontentof thepressreleaseshouldincludethe
sameelementsas thenotificationto individualsbut shouldNOT
includeanypersonalidentifying information. A samplepress
releaseis attachedto thisPolicy asExhibit E.

ii. MediaEntitiesand ContactInformation:

i. BostonGlobe:email preSS releaseto n~w~fjp~giQ~comn.

2. The Acton Beacon:
NewsEditor---RobertBurgess
978-371-5732
Email: ~~~ciic.çom
Or email beacon~Zi~cnc.com

3. Channel4 (WBZ):
WBZ-TV
Il 70 SoldiersField Road
Boston,MA 02134

4. Channel5 (WCVB):
And:rewVrees,NewsDirector
WCVB-TV
5 TV Place
Needham,Massachusetts02494

5. Channel7 (WHDH): Email: email pressreleaseto
newstips(dlwhdh.com.
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6. Channel25 (WFXT):
LisaHall, VP, NewsDirector
WFXT-TV F0X25
25 Fox Drive
Dedham,MA 02027-2563

7. WBZ 1030: email pressreleaseto
wbzradionewsc~iwbz1030.com

E. Notify the UnitedStatesSecretaryof.HealthandHumanServicesin the
following circumstances:

if morethan500 peopleareaffectedby theBreach,the
ComplianceOfficerwill fill out theelectronicform availableat
~ within 60 daysof
Breach.

ii. If fewer than500 peopleareaffectedby theBreach,the
ComplianceOfficer will documentthe Breachin the attached
BreachInformationLog (Exhibit F). The ComplianceOfficerwill
thenfill out an electronicform for eachbreachusingthe ‘form
availableathfip://transp~~~c.cit.flIl~gqy~çach/indcx.cfimby
February28 of theyearfollowing the calendaryearin which the
Breachoccurred.

F. Notify StateOfficials:
The ComplianceOfficer will providea noticeto the following as

soonaspossibleafter theBreach:

i. Attorney GeneralMarthaCoakley
Office of theAttorney General
OneAshhurtonPlace
Boston,MA 0210$

2. Ms. BarbaraAnthony
Undersecretary
Office of ConsumerAffairs and BusinessRegulation

(~OCABR”)
10 ParkPlaza—SuiteSi70
Boston,MA 02116

ii. Thenotification to theAttorneyGeneralandthe Undersecretary
(alsoknownas the “Director”) should include:

a. A descnptionof thenatureof the Breach;
b. ThenumberofMassachusettsresidentsaffected;and
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c. A descriptionof thestepstheNursingServicehastakenor
plansto takerelatingto theBreach,includingstepstakenin
orderto compiy with theHIPAA BreachNotification Rule,
the RedFlags‘Rule, andanyotherapplicablelaw.

iii. Samplenoticesto thestateofficials areattachedto this Policy as
Exhibit G.

iv. TheOffice of ConsumerAffairs andBusinessRegulationwill
notify theNursingServiceofrelevantconsumerre~iortingagencies
or stateagenciesthat shouldbe contacted.After OCABR provides
that infbrmation,the NursingServiceshouldprovidea copy of the
statenoticesto theidentified agencies.

G. If apatientdetectsfraudulentactivityon anim~su~’ance’’policyor credit
accountandnotifies NursingService,the ComplianceOfficer andNursing
Servicewill take thefollowing steps:

i. Encouragepatientto file apolicereport.
ii. Encouragepatientto completethe 12) The/IAffIdavit, attachedto

this Policy asExhibit H andcompilesupportingdocumentation.
iii. Comparepatient’sdocumentationwith personalinformationin

NursingServicerecords.
iv. immediatelyceaseall hilling relatedto theclaim in question

pendingresolutionofthe questionof fraudulentactivity.
v. Determineif thereis abreachandfollow stepsfor law

enforcement,HI-IS, media,andstateagencynotificationoutlined
above.

5. Training

A. Stafftraining will beconductedfor all employees,officials and
contractorswho maycomeinto contactwith accountsor personally
identifiableinformationthat may constitutea risk to the municipalityor
theNursingServicepatients. Suchemployeesincludeemployees
performingthe following tasks:

i. Dataentry, coding,or billing;
ii. Handlingof charts,referi’als,prescriptionsor othermedical

documents;
iii. Contractingor coordinationwith outsideserviceproviders;and
iv. Compliancereviewfor this Policy.

B. The ComplianceOfficer is responsible‘for ensuringall employeesand
contractorsconductingthe abovetasksareproperlytrained.

C. Employeesmustreceiveannualtraining in all elementsof this Policy.
Information coveredduring the annualtrainingwill be includedin the
orientationo:f newly hiredemployees.

D. The ComplianceOfficer will requestdocumentationof tl’ainmg performed
or receivedby BusinessAssociates.
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E. To ensuremaximumeffectiveness,employeeswill receiveadditional
training as changesto the programaremade. EmployeesandContactors
will receiveacopyof anyupdatesto this Policy.

F. Employeeswill receiveacopyof this Policy as part of anyannual
training. New employeeswill receiveacopyof this Policyduring their
orientation.

G. Employeeswho fail to complywith this Policy aresubjectto sanctionas
provided.bylaw. ..

6. PeriodicUpdatesto Plan

A. ThisPolicy will bereevaluatedannuallyby theComplianceOfficer to
determinewhethertheprogramis up to dateandapplicablegiventhe Nursing
Service’spracticesandtheTown of Acton’s MasteridentityTheft Policy.

B. Periodicreviewswill includean assessmentof whethernew accountsare
coveredby this Policy andwhetherexistingaccountsaresusceptibleto new
forms of...tdei~tityTheft.

C. As partof thereview,RedFlagsmayberevised,replacedor eliminated.
Defining newRedFlagsmayalsobeappropriate.Actions to takein the event
that fraudulentactivity is discoveredmayalsorequirerevisionto reduce
damageto the Townandthe NursingServiceemployeesor patients.

D. The ComplianceOfficer will providea written reporton an annualbasisto
theBoardof HealthandTown Manageron theeffectivenessof thecurrent
Policy andrecommendedchangesfor theupcomingyear.

E. Revisionsto thisPolicy will beapprovedby the Boardof HealthandBoard
of Selectmenprior to the annualtraining and signedby the‘following:

i. Chairpersonof Boardof l”:Iealth;
ii. Chairpersonof Boardof Selectmen;and
iii. Administratorof NursingServiceandComplianceOfficer (if

diflèrent).

7. Oversightof Arrangementswith BusinessAssociates

A. The ComplianceOfficer will ensurethat the activitiesof all Business
Associatesarc conductedin accordancewith reasonablepoliciesand
proceduresdesignedto detect,prevent,andmitigate therisk of identity
theft.

B. As of February22, 2010,the BusinessAssociateslisted in Exhibit I
currentlyprovideservicesto theNursingServiceandmayhaveaccessto
thepersonaldatalisted in SectionC.2. above.

C. Within 30 daysof approvingthis Policy and eachJanuarythereafter,the
ComplianceOfficer will requesta letterfrom eachBusinessAssociate:

i. Certifying compliancewith the FTC RedFlagRule,HIPAA
Regulations,includingtheBreachNotification Rule,and
MassachusettsDataPrivacyrules(if applicable);
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ii. Certifying thattheBusinessAssociate‘understandsthat it is
requiredto notify theNursingServiceof anyBreachupon
discoveryof theBreach;and

iii. Providinga descriptionor copyof th,e written information sec’um’ity
programfollowed by the BusinessAssociate.

D. TheComplianceOfficer will reviewpoliciesof all BusinessAssociatesto
ensurethat theyareeffectivein preventingIdentityTheft.

E TheComplianceOfficer will providea copyof this Policy to all Business
Associateswith a letterrequestingthatit he followed to the extentit is
morestringentthanthe BusinessAssociates’ownpolicies.

F. Whenenteringinto agreementswith new BusinessAssociatesor renewing
existingcontracts,the NursingServicewill ensurethat the agreement
requirescompliancewith this Policy.

E. APPROVAL AND EFFECTiVE‘DATE

1. This Policy will takeeffect inmiediatelyuponits approvalby the Nursing
ServiceAdministratorin consultationwith the Groupof Professional
Personnel,the Boardof Health, andthe Boardof Selectmen.

2. Approval is documentedbelow.

APPROVED:

NURSINGSERVICE
ADMINISTRATOR:

TheforegoingPolicy wasapprovedby vote
of the Groupof ProfessionalPersonnelat a
meetingon , 2010.

By: Merrily Evdokimoff

ACTON HEATLH DIRECTOR: ACTON BOARD OF SELECTMEN:

The foregoingPolicy wasapprovedby vote TheforegoingPolicy wasapprovedby vote
of the Boardof Healthat an openmeeting of time Boardof Selectmenat an open
on 20110. meetingon , 2010.

By: DouglasHalley By: PeterBerry, Clerk
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‘ExHiBIT A

Acton Public HealthNursingService

UNUSUAL OCCURRENCEREPORT

To Be Completedby Reporting Employee

Dateof incident: Time of incident:

Patient/Staff: ____________ _______________________________ Phonenumber:

Diagnosis: _________ ________ ______

Physician: ___________________________________________________________________Phonenumber: ___________________

Familyinformedof incident? Yes No N/A, ______

If yes,who was informed? ______ __________ ______________-‘________ ______ _______

Physicianinformed? Yes No

By whom?_____________ ________ ______________________ ________ _________

PhysicianInstructionsgiven? Yes No

If yes, comment: _____________

Describeincident: ______________________________________________________________________

Action: _____ ______ _________________________________________________________

Reportedby: Datereported: Time:

Investigation/followup: ,,,, ~ __________________

Reviewing
Administrator/Supervisor: Datereviewed: Time:
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EXHIBIT B

~____________ Acton Public FlealthNursingServiceBreachAssessmentTool ‘
The following questionswill help determinewhethera breach involving protectedhealth information (“PHI”) has occurredthat.
triggersthe HIPAA breachnotification rule. For further assistance.contactTown Counsel,StephenAnder~ona1~6.17—621 —O.S It) or

nti

Questk~ - -- Yes-NextStc~s iNn-Next S~s

Lh,seetredP1-H
Was therean niperm~ssihIcuse a disetoxuie ~ ~

~ \Vas the l-’l U unsecured(IC.. not renderedunusable,unreadable.
indeetphetableto unauntonied ndi~idualstluou~h~ ~
iicrvp:ion teelifl(1IogV or sinitlni IitetIil)thih)i!Vi!

1~offluim’’~i-inext question. Notiheationsarenot required.
e Documen:the decisionin the

breachnontieairnnhe.

Ynimum INc ~essary

‘as more thu. themitintunt necessaryPill (or the purposeaccessed.used
or diseli semi!

Continueto next question. If ~ou detetnunc themeto hea
Los nskof harm to the
nd:s dual. do lit pbsme

notitmeationsanddocumentth
ikemsion in the bread:
‘lmmm:be:ittoti h’g.

)therwmsc.continue to t;cxt
tICS 11011

Was ‘hereasignW • ~ri~of ~ to (I e individual as resulto theimpe ~ii.ssible useor disclosure?

WasP1—li n’eeivedand/or tscdby anothereititv s~overnedbs- Lie 1 I1PAA
Prmvac\ & SecurityRulesor a ftdermil Agency obligatedto comply with he
Prisac~’Act of 974 &HSA of 20112?

II von Lieternunethere. to be a
los’. i’isk ol barn: to the
indii’idual. do not provde
nouheut~tins andnoduineni the
dectsion a the hrette’t
hot i heaton ItO’.

• I )thei tvise. (,‘Oiiilnuc ti I1CXI

queStion.

(b’uiinae to testCti~C5ti0tI.

Contttiueto nextquestion.

- -

\vcrv ininiedialesteps takento irtitigate theinipermissiblcuse/disclosure II \‘)U determinetheir to hea
such as obtaininc therecipients’assurancesthein lorniat:ronwill not be I isv risk ol harum to the
furtherusedor cI isciosedor will hedestroyed? i nuts dual.do ni it pros dc

not;tieationsanddoetitneilt the
I decisionin thebreach

not i hcttt iOu log.

~ Others’.ise. continue to next
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EXI-IIBIT B

_______ Yes ext Steps - , No-’.~‘Next Steps

question.

5 Wasthe P1-Il returnedbeforebeingaccessedfor an improperptti’pose? (For
example: A laptop is lost or stoleti, and thenrecovered:loretisicatialysis
sitows that PHI, wasnot.accessed,altered.transferredor otherwise
eomprontised)

If you determinethereto be a
low risk of harmto the
individual,do not provide
noti licatiu,uns anddocumenthId

decisionin the breach
ttoti lieu (kin log.

• Otherwise,continueto next:

hieStit) it
• Note:do nut delay notifications

basedon a hope the Pt11 will
he recovered.

(2ontitiuc to nextquestion.

Whattypeandamountof Pill wasinvolvedin theimpermissibteuseor disclosure?

hi Do the typeandantuituit:of PHi pose.a significant risk ol financial.
i’cputatiotial. or other harm?

7 Did the improperuseor disclosureoh P1—Il utly includethe nameandthe
fact scm-viceswererccei~cd?

Providerequirednotifications. if you determinethereto lie a
low risk ol’ harm to the
Intl i viduaI. do not provide
notificationsand documentthe
decisionin thebreach
n it I fication log.
Otherwise.continueit’) tiext
question

• If you determinethereto hea
low risk of harmto the
individual,do not provide
notificationsanddoetttncntthe
clecisioti in thebreach
notihcationlog.

• Otherwise,continuetti next

tltteStiott.

Cotithitte to nextquestion

S Did time improperuseor disclosureinclude the nameandtypeof services
teceived.serviceswet-c irt.u’n a specializedfacility (suchasasubstance
abusefacility), or the inlorrnation increasesthe risk ol’ ID Theft (suchas
SS#,aecouut#.mothersmaidenname.etc.)?

Providerequirednotilkations Continueto nextquestion



EXHIBIT B

Question -: Yes - NextSteps’ No 4~extSteps
9 Is the risk of te—identilicalionso small that the improperuseordisclositt’e • If you detertTminethereto be a CotttiuiLle to ttext (luestion

~O5d.S no significanthartn to any individuals? (Forexample: A linlted low riskol’ harmto the
dataset included ‘iip codesthat, httsedon PoPttltttiomi fcatttres.doesnot itmdivudual, do riot pt’ovtde
createa significant risk an im:Iividual can lie identilied.) noti Itcationsariddocumentthe

decisionin the breach
noti fieaiion log.

• ( )therwise.continueto next
question

~, Speeitk BreachDefinition Exclusions

U) Wastherean unintentionalaccess,usc,or disclosureof P1-li by aworkhrce • if’ you dctertiminethereto he a Continueto nextquestion
ntet’nberacti rig undertheorgan ations attt.hority. marIein good faith. low risk of harm to (lie
within his/lice scopeof authority,whichdid not result in further useor individual, do not ptovidc
disclosure! (For exmunplc,ahilling employeereceivesane—mail notilicationsaitd duueuinentthe
containingPHI aboutapatientmistakenlysentby a nurse(co—worker>, decmsionin the breach
The hilling employeealertsthe nurseof themisdirectede—mail & deletes notification log
ut) • Otherwise,continueto next

(lttestion.
H Wasaccessunrelatedto the workiorcemember’sduties! (For example.a • Providerequired Continueto next question.

receptionistlooks throughapatientsrecordsto learnof his/hertreatntenL) notifications.

t • Follow procedures l~ur

12
employee_discipline

\Vas thereanitiadvertentdisclosureof PHI by anersonauthot4zedto access • It’ you detertninethereto hea Continue to next qi.testion.
PHI at the NursingServiceor a BusinessAssociateof theNutsing Service low risk of harmto (lie
in anotherpersonauthorizedto accessP1—Il al thesameorganization,or individual, do no> provide
throughits organizedhealthearearrangement(OHCA), andthe information notifications anddocument the
wasnot lurtlter utse(l ordisclosed?(For example: A workfureetiicinber decisionin thebreach
who hasthe authority to useordisclosePHI disclosesPHI to another notification log.
individual in that sameorganizatiott/OHCAandthePHI is not further • Otherwise.continuehi next
used/disclosed.) question

13 Wasa disclosureof PHI nude.hut thereis agood faith belief lint the • If you deteruiiincthereto hea Docunuetitfindings in the breach
itnauthori’zedi-eelpient w multi mit q havereasotiablybectiableto reiain it? low risk ol’ harmto the notI t’icatim un log
(Forexample: UI )l3s were tmsiakenlysent Ii) wrong indmvidualsandweue individual,do not provide
retutnedby the post olIicc. unopened.as undeliverable.) notificationsanddocummemitthe
For exampleA nw-semistakenlyhandsa pattcntdischargepapet~ decisionin thebreach I Note:if the EOi3s were no> returned

belonging to a clilfcietit patient,hut quickly realizedthe miiistake arid noliticaimon log, as undeliverable.this should Ime
iecovei’sthe PT-TI horn the patient.amid the nwsercasottahlecuimicludesthe treatedasa brcacli]

P~°~_could_nothaveieacl or otherwisetetained_the_inhrtiiatioui.)

5um5J( ;‘.,s
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EXHIBIT C -

DRAF’F PATIENT NOTIFICATION LETTER

Acton Public HealthNursingServiceDraft BreachNotification ‘Letter to Patients

Documentto be CustomizedandReviewedby the ComplianceOfficerPrior to Use

[Date]

[Address11
EAddress%j

ICily, StateZip Code~

Dear[Name]:

I am Writing with important information about a potential breach of your personal
informationat the Acton PublicT—lealth Nursing Service. The circumstancesof the incident are
as follows:

A. 1,Pro’viclc a brief descriptionof what happened,including the dateof the breach

andthedateof the discoveryof thebreach,if known.J
B. [Provide a description of the types of unsecuredpersonaldata or protected

healthinformationthat wereinvolved in the breach(suchas whetherfull name,
Social Securitynumber,dateof birth, honie address,accountnumber,diagnosis,
disability codeor other types of information were involved). Do NOT include
technical information regarding how ‘the breachoccurredas this mayfurther
compromisesecurityof personaldata.]

C. [Describeanystepsthe individual should taketo protecthimself or herselffrom
potentialharmresultingfrom thebreach.l

D. [Provideabrief descriptionof what the organizationis doing to investigatethe
breach,to mitigateharm to individuals,andto protectagainstfurther breaches~
Include information regardilng criminal complaintsfiled and cooperationwith
law enforcement.I

UnderMassachusettslaw, you havethe right to obtainanypolicereport filed in regardto
this incident. If you ai’e the victim of identitytheft, you alsohavethe right to file a policereport
andobtaina copyof it. For you!’ convenience,enclosedis theFederalTradeCommission’s
(“FTC”) recommended.1dentit~’The/I Victim ‘~ (7oinp/aintandAf7idatilt. This form canbe used
to assistyou in filing a criminal complaintif you desire.

Massachusettslaw alsoallowsconsumersto placea securityfreezeon their credit reports.
A securityfreezeprohibitsacredit reportingagencyfrom releasinganyinformationfrom a
consumerscreditreportwithout written authorization.However,pleasebe awarethatplacinga
securityfreezeon yow’ credit reportmaydelay,interferewith, or preventthe timely approvalof
anyrequestsyou makefor new loans,credit mortgages,employment,housingor otherservices.
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if youhavebeenavictim of jdentitytheft, andyouprovidethe credit reportingagencywith
avalid policereport, it cannotchargeyouto place,lift or removeasecurityfreeze. In all other
cases,acredit reportingagencymaychargeyou a fee (currentlyup to $5.00)to place,
temporarilylift, or permanentlyremovea securityfreeze.

To placeasecurityfreezeon yourcredit report,you mustsenda written requestto eachof
the threemajorconsumerreportingagencies:Equifax(www.equifax.com);Experian
(www.experian.com);andTransUnion (www.transunion.com-)by regular,certified-orovernight
mail to theaddressesbelow (or to an updatedaddresson thereferencedwebsites):

Equit’x SecurityFreeze Expei’ian SecurityFreeze TransUnion Security Freeze
P.O.Box 105788 P.O.Box 9554 FraudVictim AssistanceDepartment
Atlanta, GA 30348 Alien, TX 75013 P.O.Box 6790
Phone: 1-800-525-6285 Phone:1-888-EXPER’IAN Fullerton,CA 92834

Phone:1-800-680-7289

To requestasecurityfreeze,you will needto providethe following information:

1. Your full name(includingmiddle initial as well as Jr., Sr., II, III, etc.);
2. SocialSecurityNumber;
3. Dateof birth;
4. If you havemovedin the pastfive (5) years,pi’ovide the addresseswhereyou
havelived overtheprior five years;
5. Proofof currentaddresssuchasa currentutility bill or telephonebill;
6. A legiblephotocopyof agovernmentissuedidentificationcard(statedriver’s
licenseor ID card,military identification,etc.);
7. lf’you area victim of identitytheft,includeacopyof either the policereport,
investigativereport,or complaintto a law enforcementagencyconcerning
identitytheft; and
8. if you arenot a victim of identitytheft, includepaymentby check,money
order,or credit card(Visa, Mastei’Card,AmericanExpressor Discoveronly). Do
not sendcashthroughthe mail.

Thecredit reportingagencieshavethree(3) businessdaysafterreceivingyour requestto

placea securityfreezeon yourcredit report. Thecredit bureausmustalsosendwritten
confirmationto you within five (5) businessdays andprovideyou with a ‘unique personal
identificationnumber(PIN) or password,or both that canbe usedby you to authorizethe
removalor lifting of the securityfreeze.

To lift the security‘freeze to allow a specificentity or individual accessto yourcredit
report,you~mustcall or sendawritten requestto theci’edit reportingagenciesby mail and
includeproperidentification(name,address,andsocialsecuritynumber)andthe PIN numberor
passwordprovidedto you whenyou ‘placedthe securityfreezeas well as the identitiesof those
entitiesor individualsyou would like to receiveyour credit reportor the specificperiodof time
you~wantthe credit reportavailable. The creditreportingagencieshavethree(3) businessdays
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afterreceivingyour requestto lift the securityfi’eeze for thoseidentified entitiesor for the
specifiedperiodof time.

To removethesecurityfi’eeze,you mustsendawritten I’equestto eachof the threecredit
bureausby mail andincludeproperidentification(name,address,andsocialsecuritynumber)
andthePIN numberor passwordprovidedto you whenyou placedthesecurityfreeze.The
credit bureaushavethree(3) businessdaysafterreceivingyour requestto removethe security
freeze.

in addition,werecorni-nendthat‘you immediate!~takethe fidlowing steps:

• Call thetoll-free numbersof anyoneof thethreemajorcredit bureaus(above)to placea
fraud alert on your credit report. This canhelppreventanidentity thief fi’om opemng
additionalaccountsin your name.As soonas thecreditbureauconfirms your fraud alert,
the othertwo creditbureauswill automaticallybe notified to placealertson your credit
report,andall threereportswill be sentto you free of charge.

• Orderyourcredit reports. By establishingafraud alert, you will receivea ‘follow-up
letterthat will explainhow you can receivea free copyof yourci’edit report. Whenyou
receiveyour credit report, examineit closelyandlook for signsof fraud,such as credit
accountsthatarenot yours.

• Continueto monitoryou!’ credit reports. Eventhougha fraudalerthasbeenplacedon
youraccount,you shouldcontinueto monitoryour credit reportsto ensurean imposter
hasnot openedan accountwith your personalinformation.

• ConsulttheattachedMedical identity The/iResponsechecklistfin’ Con,s-w’nersfor other
stepsyou cantake.

Pleasecall usat (978)264-9653duringnormal ‘businesshourswith anyquestionsyou
have. You canalsoemail usat ~i ng~acton—ma,gç~yor sendusanyinformationby mail at:

Acton PublicHealthNursingService
472 Main St.
Acton,MA 01720

Wehavealsoestablisheda sectionon our websitewith updatedinformationandlinks to
Websitesthat offer informationon what to do if yourpersonalinformationhasbeen
compromised.Ourwebsiteis availableat: httpi/www.acton-ma.gov/index,aspx?nid=153.
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We takevery seriouslyourroleof helpingto safeguardyourpersonalinformationand
usingit in anappropriatemanner.TheActon Public HealthNursingServicesapologizesfor the
concernthis situationmaycauseyou andis takingappropriatestepsto helprectify the situation.

Sincerely,

Merrily Evdokimoff, RN, PhD(c)
Administrator
Acton Public Health‘Nursing Service

cc: MassachusettsAttorney General
MassachusettsDirectorof ConsumerAffairs andBusinessRegulation
Acton T’own Manager
ActonTown Counsel

7
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4. In the case of stolen or misdirected mail, contact the US Postal Service at (800) 275-8777 to obtain the number
of the local US Postal Inspector.

5. Forsk~enposspor~s,contoctthe US Department of Stareat (877) 487-2778 or http://trovelstate.gov. I -

6, If the thief has stolen checks, contact both check verification companies: Telecheck ([8001 366-2425) and
the international Check Services Company ([800J 526-5380) to place a fraud alert on the account to ensure

~

7. Contact the health information manager or the privacy officer at the provider organization or the antifraud
hotline at the health plan where the medical identity theft appears to have occurred.

8. Request an accounting of disclosures. If the provider or plan refuses access to medical records, file a complaint

with the Office for Civil Rights at Health and Human Services at 1866) 627-7748 or www.hhs.gov/ocr/
privacyhowtofile.htm.

9. Take detailed notes of all conversations related to the medical identity theft. Write down the date, name, and

contact information of everyone contacted, as well as the content of the conversation.

10. Make copies of any letters, reports, documents, and e-mail sent or received regarding the identity theft.

11. Work with the organization where the medical identity theft occurred to stop the flaw of the incorrect
information, correct the existing inaccurate health record entries, and determine where incorrect information

was sent,

12. File a police report and send copies with correct information to insurers, providers, and credit bureaus once
the identity theft has been confirmed.

13. File a complaint with the attorney general in the state where the identity theft occurred. The National Association

0
f Attorneys General provides state-by-stale information at wwwnoag.org/cittorneys_generol.php.

14. Check with state authorities for resources. Many states provide consumer protection and education related to
insurance and accept online complaints. lo determine if a state has a state insurance department for online

complaints, visit the National Association of insurance Commissioners at wwwnaicorg and file a complaint
as appropriate.

15. File a complaint with the Identity Theft Data Clearinghouse, operated by the Federal Trade Commission and
the Internet Crime Complaint Center. Information available for filing a complaint can be found at https://m.ftc,

gov/pls/dod/widtpubl$stortup?ZORG_CODE=PUO3 -

16. Contact the Department of Health and Human Services at (800) 368-1019 or by visiting the Web site at www.
hhs.gov/ocr for suspected Medicare or Medicaid fraud.

17. Review health records to make sure they have been corrected prior to seeking healthcare.

18. Change all personal identification numbers and passwords for protected accounts, sites, access points, etc.
Choose unique personal identification numbers and complex passwords rather than common ones (eg.,
mother’s maiden name, birth date, or pet name).

© 2008Amencnn Health lnformotio, Management Association, www.ahima,org,

-‘I
Madftc! ~deotiiy ~ ~ fi,~.~-c ‘~e h”’rkLisl I ii ~,

Consumer awareness is critical for timely detection of and thorough response to a medical identity theft incident.

Consumers may follow this checklist for proactive guidance and quick action.

1. Explore the resource “Tools for Victims” provided by the tederal Trade Commission (available online at www.ftc.
gov/bcp/edu/microsites/idtheft/taolshtml). Consider completing the universal affidavit to submit to creditors

2. Review credit reports, correct them, and place a “Fraud Alert” on them.

3. If a Social Security number is suspected of being used inappropriately, contact the Social Security Administration’s
fraud hotline at (800) 269-0721 -

F, F

i:
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EXHIBIT
SAMPLE PRESSRELEASE

Draf
Acton Public HealthNursingService

t BreachNotification Media Notification Statement/Release—

Documentto be CustomizedandReviewedby the ComplianceOfficer Prior to Use

[InsertDate]

-Contact: Merrily Evdokimoff, RN, PhD(c)
Administrator
Acton Public ,l-Iealth NursingService
472 Main St.
Acton, MA 01720
(978) 264-9653
mevdokirnofi~acton-ma.gov.

FOR IMMEDIATE RELEASE

ACTON PUBLIC HEALTH NURSINGSERVICENOTIFIES
PATIENTS OF POTENTIAL BREACH OF UNSECURED

PERSONALINFORMATION

The Acton Public HealthNursingServicetodaynotified llnsertNumber] patientsof apotential
breachof unsecuredpersonalinformationafter discoveringthefollowing event:

A. [Provideabrief descriptionof what happened,including thedateof the breach
and the date of the discovery of the breach, if known.]

B. [Provide a description of the types of unsecuredpersonalinformation that
were involved in the breach (such as whether full name, Social Security
number, dateof birth, home address,accountnumber, diagnosis,disability
codeor othertypes of informationwere involved).]

C. lDeseribc any steps the individual should take to protect themselvesfrom

potei~tialharmresultingfrom the breach_I
D. [Provide a brief description of whatthe organizationis doing to investigatethe

breach, to mitigate harm to individuals, and to protect against further
breaches.!

.E. [Provide contact procedures for individuals to ask questions or learn
additional information,which includesa toll-free telephonenumber,an e—mail
address,Website, or postaladdress.~

Togetherwith local law enforcement,including the Acton Police Department,the Attorney
General’sOffice, the Office of ConsumerAffaim’s andBusiness‘R6gulation, and’securityexperts,
the Acton Public Health Nursing Serviceis working to mitigateanypotentialdamagefrom the
incident’. TheA,cton Public Health NursingServicehasin placesafeguardsto ensurethe privacy
andsecurityof all patienthealthinformation. As a resultof this incident, stepsai’e underwayto
fw’thei’ improvethe securityof its operationsandeliminatefuturerisk.

,\~)it’)7i,4ii.5
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In a notificationto patients,theActonPublic HealthNursingServiceshasidentified waysto help

patientssafeguardinformationandmitigateanydamageresultingfrom thisincident. TheActon
Public I-Iealth Nursing Service also has encouragedits patients to contact their financial
institutionsto preventunauthorizedaccessto personalaccounts.

TheActon Public Health NursingServicehastrainedstaffavailablefor patientsto call with any
questions related to the incident. Patientsmay direct any questions to M’en’ily Evdokimoff,
Administrator, Acton Public Health Nursing Service at (978) 264-9653 or nursing~acton-

~ In addition, patientsmay visit the Nursing Service’sWeb site at ij~jL/~vww.acton—
~ ‘(‘hr furtherinformation.

The Acton Public 1—lealth Nursing Service‘understandsthe importanceof safeguardingpatients’

personal~,nformationand takes that responsibility very seriously. The Nursing Servicewill
continueto work with patientsand law enforcementpersonnelto ensurethe privacy andsecurity
of all patientinformation.

cc: ,Acton Town Manager
ActonTown Counsel
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ActonPublic HealthNursingServiceBreach Notification Log

The Acton Public ,Health Nursing Servicemaintainsthe following record of any suspectedbreachesof unsecuredprotectedhealth
information, regardlessof the numberof patientsaffected. This log recordsthe investigationof the potentialbreachand the risk
assessmentcarriedout to determineanyapplicablenotificationrequirements. hi the eventnotificationrequirementsaretriggered,a
separateincidentreportwill be createdandcross—referenced.

. Date of Dateof ~rum11ber Notification Actions Taken
~. Discovery Breach Location BriefDescriptionof Breach Patients Dates ResolutionSteps

andType of BreachBasedon
BreachAssessmentTool*

Involved )
~
~I
St

*De,scribewhathappened,includingadescriptionof the typesof unsecuredprotectedhealthinformationthat wereinvolvedin the
breach(suchas full name,SocialSecuritynumber,dateofbirth, homeaddress,accountnumber,etc.). Includethe numericalcategory
of Breachbasedon the Acton PublicHealthNursingServiceBreachAssessmentTool (Policy Exhibit B).

Year________Sheet#
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SampleNotification L
Documentto be Customizedand

etterto AttorneyGeneral’sOffice —

Reviewedby Compliance_OfficerPrior to Use
INTERGOVERNMENTALCOMMUNICATION—McivBeSub/eelto Exemptions(p) (privacy,)

and(/9 (Yawenfircement)underPub/icRecords’Act.

[Datel

BY CERTIFIED MAIL - RETURN RECEIPTREQUESTED

AttorneyGeneralMarthaCoakley Ms. BarbaraAnthony
Office of theAttorney General Undersecretary
OneAshburtonPlace Office of ConsumerAffairs and Business
Boston,MA 02108 Regulations(“OCABR”)

10 ParkPlaza,Suite5170
Boston,‘MA 02116

DearAttorney GeneralandUndersecretary:

Pursuantto M.G.L. c. 931-’!, 1 am writing on behalfof theActon Public I’-iealth NursingServiceto
notify you of’ I,a potentialbreach of security/anunauthorizedaccessor useof personal
information] involving approximately[number] Massachusettsresident[sJ.

‘I. NATURE OF Ti-fE SECURITY BREACH OR ‘UNAUTHORIZED USE OR ACCESS

[This paragraphshouldprovide:
a.the dateof the incident,

a summaryof thenatureof the incident,
c. adescriptionof thecategoriesof personalinformation involved in theincident,
and
d. whetherthepersonalinformationthatwasthesubject of the incidentwasin
electronicor paperform.]

II. NUMBER OF MASSACHUSETTSRESIDENTSAFFECTED

At this time, theNursingbelievesthatapproximatelyJnumberfMassachusetts’residents
wereaffectedby this incident. All affectedresidentsarebeingprovided awritten noticeof the
incidentpw’suantto M.G.L. c. 93H, § 3(b) andthe HIPAA BreachNotification ‘Rule, 45 CFR
Parts160 and 164. A copyof the noticeto affectedpatientsis attached.

[Note: If morethan500 MA residentswereinvolved,alsoincludeinformation
aboutmedianotificationandacopyof the pressreleasc,J
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Ill, STEPSTH.E NURSINGSERVICE HAS TAKEN AND PLANSTO TAKE
RELATING TO TI-fE INCIDENT

[This paragraphshouldoutline thestepsthe NursingServicehastakenor plans to
takerelatingto the incident including,without limitation, whatthe NursingServicedid
whenit discoveredthe incident; whetherthe NursingServicehasanyevidencethatthe
personalinformation hasbeenusedfor fraudulentpurposes;whetherthe NursingService
miendsto offer credit mnomtommugsemi~.cesto patients,andwhatmeasurestheNumsmg
Servicehastakento ensurethat similar incidentsdo not occurin thefuture.!

TheNursingServicehasbeenin communicationwith theActon PoliceDepartment
regardingthe incident. The PoliceDepartmentis undertakingan investigationof theincidentto
determinethe sourceandextentof the potentialbreach. Elf applicabhe,includea descriptionof
anydelay requestedby law enforcementj.

IV. FURTHERINFORMATION

The Acton Public HealthNursingServiceis taking this incidentveryseriouslyandwill
work with youroffice, theOffice of ConsumerAffairs andBusinessandBusinessRegulations,
the Acton PoliceDepartmentandaffectedpatientsto mitigate the potentialfor fui’ther harmfrom
this incident. If you haveanyquestionsregardingthe incidentor needfurtherinformationplease
contactmeat (978)264-9653or mevd iioff~2i~,acton-ma.gov.I appreciateyour support‘in
addressingthis matter.

Sincerely,

Merrily Evdokimoff, RN, PhD(c)
Administrator
Acton Public1-Iealth NursingService

cc: Acton Town Manager
ActonTown Counsel
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[Average time to complete: 10 minut~~1~~

Identity Theft Victim’s Complaint and Affidavit
A voluntary form for filing a report with law enforcement, and disputes with credit reporting agencies and creditors about

identity theft-related problems. Visit ftc.gav/idtheft to use a secure online version that you can print for your records.

Before compJeting this form
I Placeafraud alerton your credit reports andreviewthereportsfor signsof fraud

- - 2 Closetheaccountsthat you know or believe,havebeentamperedwith oropenedfraudulently

Now ______

Leave (3)(I) Myfull legal name:__________________________________________
blank until

First Middle Last Suffix
you provide

(2) My dateof birth: _____________________ this form to

mmldd/yyyy someone with

(3) My SocialSecuritynumber - - a legitimate

business need,

(4) My driver s license like when you
State Number are filing your

report at the
(5) My currentstreetaddress: policestation

or sending
the form

Number8 Street Name Apartment, Suite, etc. to a credit
reporting
agency toCity State Zip Code Country correct your

(6) I havelived at thisaddresssince credit report.
mm/yyyy

(7) My daytimephone:(__)____________________

My eveningphone:(_)___________________

My email: ______________________________________

At theTime of the Fraud -- ________

Skip (8) -(10)

(8) My full legalnamewas:________________________________________________if your
First Middle Last Suffix information

has not

(9) My addresswas: ______________________________________________________________ changed since

Number & Street Name Apartment, Suite, etc. the fraud.

City State Zip Code Country

(10) My daytimephone:( ) My eveningphone:()________________

My email: _____________________________________

The Paperwork Reduction Act requires the FTC to display a valid control number (in this case, 0MB control #3084-0047)

L before we can collect —or sponsor the collection of — your information, or require you to provide it.
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Dedarations

(II) 1 0 did OR 0 did not authorize anyone to use my name or personal information to
obtain money, credit, loans, goods, or services — or for any
other purpose — as described in this report.

(12) I 0 did OR 0 did not receive any money, goods, services, or other benefit as a
result of the events described in this report.

(13) I 0 am OR 0 am not willing to work with law enforcement if charges are brought
against the person(s) who committed the fraud.

(14):
(14) I believe the following person used my information or identification Enter what

documents to open new accounts, use my existing accounts, or commit other you know

fraud. about anyone

you believe
Name: was involved

First Middle Last Suffix (even if you
don’t have
complete

Address: information).

Number& Street Name Apartment, Suite, etc. _____________

City State Zip Code Country

Phone Numbers: L _______________ LD_____________

Additional information about this person: _______________________
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(I 5) Additional information about the crime (for example, how the identity thief (14) and (IS):
gained access to your information or which documents or information were Attach

used) additional
sheets as
needed.

r~a~ n
(16) RemInder(16) I can verify my identity with these documents Atthch copies

O A valid government-issued photo identification card (for example my dnver s of your identitydocuments
license state-issued ID card or my passport) when sending
If you are under 16 and don t have a photo-ID a copy of your birth certificate or this form to
a copy of your official school record showing your enrollment and legal address is creditors
acceptable. and credit

reporting

O Proof of residency during the time the disputed charges occurred, the loan agencies.

was made, or the other event took place (for example, a copy of a rental/lease
agreement in my name, a utility bill, or an insurance bill).

(I 7) The following personal information (like my name, address, Social
Security number, or date of birth) in my credit report is inaccurate as a result of this identity
theft:

(A)
(B)

(C)

(18) Credit inquiries from these companies appear on my credit report as a result of this identity
theft:

Company Name:
Company Name:

Company Name:
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(19) Belowaredetailsaboutthedifferent fraudscommittedusingmy personalinformation.

Name of Institution Contact Person Phone Extension

Account Number Routing Number Affected Check Number(s)

AccountType: 0Credit 0 Bank El Phone/Utilities DLoan
El GovernmentBenefits 0 Internetor Email El Other

SelectONE:
0 This accountwasopenedfraudulently.
El Thiswas an existingaccountthatsomeonetamperedwith.

Date Opened or Misused (mmlyyyy) Date Discovered (mmlyyyy) Total Amount Obtained ($)

Name of Institution Contact Person Phone Extension

Account Number Routing Number Affected Check Number(s)

AccountType: El Credit El Bank 0 Phone/Utilities El Loan
0 GovernmentBenefits 0 Internetor Email 0 Other

SelectONE:
ElThis accountwas openedfraudulently.
ElThiswasan existingaccountthat someonetamperedwith.

Date Opened or Misused (mm/yy>y) Date Discovered (mmlyyyy) Total Amount Obtained ($)

Name of Institution Contact Person Phone Extension

Account Number Routing Number Affected Check Number(s)

AccountType: El Credit El Bank 0 Phone/Utilities El Loan
0 GovernmentBenefits El Internetor Email El Other

SelectONE:
El Thisaccountwas openedfraudulently.
El Thiswas an existingaccountthat someonetamperedwith.

Date Openedor Misused (mmtyyyy) Date Discovered (mmlyyyy) Total Amount Obtained ($)

(19):
If there were
more than three
frauds, copy this
page blank, and
attach as many
additional copies
as necessary.

Enter any
applicable
information that
you have, even if
it is incomplete
or an estimate.

If thethief
committed two
types of fraud at
one company,
list the company
twice, giving

the information
about the two
frauds separately.

Contact Person:
Someone you
dealt with, whom
an investigator
can call about this
fraud.

Account Number:
The number of
the credit or
debit card, bank
account, loan, or
other account
that was misused.

Dates: Indicate
when the thief
beganto misuse
your information
and when you
discovered the
problem.

Amount Obtained:
For instance,
the total amount
purchased with
the card or
withdrawn from
the account.
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(20) Oneway to get acredit reportingagencyto quickly block identity theft-
relatedinformationfrom appearingon yourcredit report is to submita
detailedlaw enforcementreport(identityTheft Report”).You can obtain
an IdentityTheft Reportby taking thisform to yourlocal law enforcement
office, alongwith your supportingdocumentation.Ask an officer to witness
yoursignatureandcompletethe restof the informationin this section.It’s
important to get your report number,whetheror not you areableto file in
personor geta copyof theofficial law enforcementreport.Attachacopyof
anyconfirmationletter or official law enforcementreportyou receivewhen
sendingthis form to credit reportingagencies.

SelectONE:
o I havenot filed a law enforcementreport.
El I wasunableto file anylaw enforcementreport.
o I filed an automatedreportwith thelaw enforcementagencylisted

below.
o I filed my report in personwith the law enforcement

officer andagencylistedbelow.

Law Enforcement Department State

Filing Date (mm/dd/y~yy)Report Number

Officer’s Name (please print) Officer’s Signature

(20):
Check “I have
not...” if you have
not yet filed a
report with law
enforcement or

you have chosen
not to. Check “I
was unable. .“ if
you tried to file
a report but law
enforcement

refused to take it

Automated report:
Alaw
enforcement
report filed
through an
automated
system, for
example, by
telephone, mail,
or the Internet,
instead of a
face-to-face

interview with a
law enforcement
officer.

BadgeNumber Phone Number

Did the victim receivea copy of the report from the law enforcementofficer? El Yes OR ElNo

Victim’s FTC complaintnumber(if available):
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As applicable, signand date iN THEPRESENCE OF a law enforcementofficer, a notary, or
a witness,

(21) I certify that, to the best of my knowledge and belief, all of the information on and attached to
this complaint is true, correct, and complete and made in good faith. I understand that this
complaint or the information it contains may be made available to federal, state, and/or local
law enforcement agencies for such action within their jurisdiction as they deem appropriate. I
understand that knowingly making any false or fraudulent statement or representation to the
government may violate federal, state, or local criminal statutes, and may result in a fine,
imprisonment, or both.

Signature Date Signed (mm/dd/yyyy)

(22) If you do not choose to file a report with law enforcement, you may use this form as an Identity
Theft Affidavit to prove to each of the companies where the thief misused your information that
you are not responsible for the fraud. While many companies accept this affidavit, others require
that you submit different forms. Check with each company to see if it accepts this form. You
should also check to see if it requires notarization. If so, sign in the presence of a notary. If it
does not, please have one witness (non-relative) sign that you completed and signed this Affidavit.

(Notary)

Witness:

(signature) (printed name)

(date) (telephone number)



EXHIBIT I



EXHiBIT I

Acton Public HealthNursingService:BusinessAssociates

Business
Associate

Service
Provided

Contact
Name

Contact
Address

Contact
Phone/Email

Business
Associate
Agreement
StartDate

Contract
EndDate

J-Tealthwysc,
LLC

Software Steve
Booth,VP

60 Concord
St.,
Wilmington,
I\4A 01887

877-777-
9973

April 14,
2003

Current

Ansaphone
Service,Inc.

Answering
Service

Will
Porter,
Director
of Sales&
Marketing

1212
HancockSt.
Quincy,MA
02169

800-782-
7587

February9,
2008

Current

Sheet# _________




